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OcCHOBHbIe XapakTepucTukun

HapexHas 3awmuTa cetn

TexHomnornst cCaMoCTOSITENBLHON ONTUMU3ALIUM U
BOCCTaHOBIIEHUA B COMETAHUMN C METOOOM
pesepBrpoBaHNs 6ecnpoBOAHbBIX KOHTPONNEPOB
4+4 1 ckaHMpPOBaHWEM PaAMOYACTOTHBIX KaHaNoB
obecneyunBatoT 6ecnepeboliHyto paboTty ceTu

D-Link owc-000
Jlerkoe ynpasrneHue rocteBbIM 4OCTYyNnOM

leHepaums y4eTHbIX 3anncen, Bbigava bunetos,
MOHUTOPWHT NoJib30BaTenNeln 1 NPoaneHne
ceccuii obecneunBatoT yagobHoe ynpaBneHue
6ecnpoBogHOM CETbIO

=

D-LinkK owc-1000

uses s82

Macwrabupyemas ceTeBas apXuTeKkTypa \H lH
[ina ynoBneTBopeHns pactyLimx TpeboBaHni K = B
CETM KOMMYECTBO yrnpaBnsieMbIX TOYEK JOCTYMNa
MOXET ObITb yBenuyeHo ¢ 12 go 66 Ha

KOHTponnep

DWC-1000
BecnpoBogHoun koHTponnep ¢ 6 noptamu 10/100/1000Base-T n 2 USB-noptamu

XapakTepucTuku BecnpoBogHoi koHTponnep DWC-1000 ocyllecTBnsSeT LeHTpanM3oBaHHOe yrnpaBneHne
CeTeBas apxuTeKTypa yCTpOncTBamm B 6ecnposogHom cetu LAN. yC'I:pOVICTBO ABNAeTCH
e [lo 12 ynpaBnsieMbix To4ek [4OCTYNa; BOMOKHOCTb NOMHOYHKUMOHAMNBHBIM U 3KOHOMWYHBIM PeLleHWeM AN ceTeil Manoro v cpefgHero
06HOBMeHNs A0 66 T Ha KOHTPORNep 6usHeca Gnarogaps BO3MOXHOCTU ynpasnenms ot 6 0o 24 GecnpoBOAHBIMW TOYKaMU

N MakcumansHoe konuuectso T nocne o6HOBNEeHs B poctyna ons DWC-1090 annapaTtHon Bepcun A1 n ot 12 go 66 Toukamu gocTyna ans
KnacTepe 13 4 KOHTPONNEpoB — 2641 DWC-1000 annapatHow Bepcun C1, a Takke Grnarogapsi BO3MOXHOCTU 06beanHeHNs 0

«  Pe3epsupoBanie 8 GECTPOBOAHBIX KOHTPOMNEPOB As 4 koHTponnepoB B obLwyto rpynny (knactep). OyHKUMM aBTOMATUYECKOro oBHapyKeHus
HALEXHOI PABOTHI (CXEMA AKTUBHBIX/PE3epBHBIX 4+4) TOYeK [OCTyna W LEHTPanv3oBaHHOTO YNpaBneHust MO3BOMSOT  Monb3oBaTensM
nprobpecTn cucteMy KOpnopaTMBHOIO Kracca 6e3 3aTpaT Ha BbINOSIHEHVE MACLUTaBbHbIX

HapexHas 3awmTa ceTu N CNOXHbIX KoHdurypauun. bnarogaps HagexHoW M MHOrodyHKUMOHaNbLHOM cucTeme

e  Wireless Intrusion Detection System (WIDS) 6esonacHoctu  DWC-1000 obecneumBaeT 3awuTy OT MOTEHUManbHbIX — aTtak

e OGHapyxeHue 1 knaccudukaums HeaBTOPW30BaHHbLIX NONb30BaTENemn 1 YyCTPOWCTB B 6ECNPOBOAHON CETU.
HeCaHKLMOHNPOBaHHBIX TOYEK AOCTyna

e AganTuBHbIN NopTan HapexHas n onTumanbHasa pa6ota cetu

e WPA Personal/Enterprise, WPA2 Personal/Enterprise, =~ DWC-1000  nopgepxuBaer — (yHKUMW  CEMOCTOSTENbHOM  OMTUMM3ALMM 1
WEP BOCCTaHOBMeHUsi, 4To obecneumBaet GecnepebonHyio paboTy GecrnpoBogHon ceTtu.

o TIONUTUKN MEXCETEBOTO 3KpaHa2 Bnarogaps nepvognyeckn BbIMOSHAEMOMY CKaHMPOBAHWIO PaAMOYAcTOTHBIX KaHaros K

o IPSec/PPTP/L2TP/SSL VPN-cepsep? aHanusy npoussoauTensHocTy DWC-1000 asTomaTuyecku BbIGUMpaeT KaHanbl W

perynupyeTt MOLLHOCTb, 4ToObl u3bexaTb nomex u obecneunTtb GecnepeboiiHyto paboty
cetw. [ins Toro, 4ToObI BOCMONMHUTL HEAOCTATOYHYO 30HY MOKPLITUS B pesynbTaTe Bbixoda
n3 cTpos Toukn goctyna, DWC-1000 aBTOMaTtuyecku yBENUUYNBAET BbIXOAHYIO MOLLHOCTb
nepefaTtynka CocefiHUX To4eK AOCTyna, YTOObl YBENMUUNTL MX 30HY MOKPbLITUS.

e Gunsrpaums Web-conepxmmoro?

OTKa30yCTOM4YMBOCTb
. MopT Option Ansa cosaaHus pe3epeBHOro KaHana?

e  BanaHcupoBKa Harpysku?
P 24 PaclumpeHHblie chyHKkLMM 6e3onacHocTH

DWC-1000 sBnsieTcs MHOroyHKLUMOHAMNbHbIM peLUeHMEM MO 0BecrnevyeHuo 3aluThbl
cetei. YctponcTtBo nopaepxmBaer dyHkumio Wireless Intrusion Detection System
(WIDS), npegHasHayeHHy0 Ansi OGHapyXeHWsi HeaBTOPU3OBaHHbLIX TOYEK AocTyna u
KNWEHTOB, a Takke pa3nuyHblx Yyrpo3 6GesonacHocTM GecnpoBogHOW CceTu
HecaHKUMOHUpoBaHHOro goctyna. lNMomumo atoro, yctponcteo nogaepxusaetr WEP, WPA
Personal/Enterprise, WPA2 Personal/Enterprise, ayTeHTUduKaumio Ha OCHOBeE
MAC-agpecoB ¥ co3gaHve afjanTUBHOTO nopTana, YHKUMIO,  MO3BOSSIHOLLYHO
6rnokvpoBaTb AOCTYM KMMEHTOB A0 TeX Mop, Nnoka OHW He ByayT MOeHTUdULMPOBaHbI.
[aHHas OByXypoBHeBas ayTeHTUdUKaums 1 aBTopusaums obecrneuynBaeT HaOeXHYH
3aLUUTY OT CETEBbIX aTak.
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MacwrabupyemocTb, 4OCTYNHOCTb U TMOKOCTb

MHorve komMnaHuM 4acTo CTanKMBaKTCH C HEOOXOAMMOCTBIO U3MEHEHUsI
mMacwtaboB ¥ CTPYKTYpbl NpeanpusaTuiA. [ns yaoBneTBOPEHNs NMOCTOSHHO
MeHsiiowwmxcs TpebdoBaHu DWC-1000 npeanaraeT HoBelillee pelueHue:
nmueHsuto  Business Wireless Plus, obecneuvBatollyto o6HOBReHWe
(bYHKUMOHAnbHbIX ~ BO3MOXHOCTen  ycTpouncTBa.  Komnanms  D-Link
npepnaraeT gea Tuna nuueHsmn Business Wireless Plus: gns obHoBneHus
nuueHsun T v ans o6HoBneHust nuueHsum VPN.

O6HoBneHne nuueHsum  T[l  no3BonsieT  YBEMUUUTb  KONUYECTBO
ynpaensembix Tovek poctyna: DWC-1000 annapatHou Bepcun A1
ynpaenser 6 Toykamu JOcTyna Mo ymMonm4aHuio 1 24 Todkamu JocTyna
nocrne nob6aBneHust MakcumanbHOro konudyectsa nuueHsuin; DWC-1000
annapatHon Bepcun C1 — 12 Toykamu goctyna no ymonyaHuoo u 66
TOYKamy [JocTyna nocrne [JobaBneHuss MakcuMarbHOro KonuyecTBa
NULEH3NNA.

Mocne o6bHoBneHus nuueHsum VPN koHTpornep DWC-1000 peanusyet
dyHkumoHan VPN, maplupytusatopa U MeXCeTeBOro 3akpaHa. ®yHkuuu
MEXCETEBOrO 3KpaHa MO3BONSAIOT aAMUWHUCTPATOPaM KOHTPONMPOBaTb
CeTeBOM [JOCTYNn C MOMOLLbI0 MONUTWK knaccudwmkauun. Moptbl Option
obecneunBaeT 0TKa30yCTONYMBOCTb KaHana CBA3W U pe3epBHbI kaHan Ans
MHTepHeT-coeanHeHuns, 4Tobel obecneunTb goctyn B IHTEpHeT.

DWC-1000

BecnpoBogHoun KoHTponnep ¢ 6 noptamu 10/100/1000Base-T m

2 USB-noptamu

®yHkumn VPN obecneuvBaloT  3allyLLEHHOE yAaneHHoe ynpasreHue
Toykamu goctyna B dunuanax ogmcos. Mpu noctpoeHun VPN-TyHHenen
ucnonb3ytotca npotokonel IPSec (IP Security), PPTP (Point-to-Point
Tunneling Protocol) wnu L2TP (Layer 2 Tunneling Protocol) ans
YNPOLLUEHUS1 YCTAHOBKM COEAMHEHUs Mexay ¢uUnuanomMm W OCHOBHbIM
ocucom yepes 3alwmdpoBaHHble BUPTYyarnbHble kaHanbl. Momumo 3aToro,
ucnonb3oBaHne Secure Sockets Layer (SSL) VPN TyHHenen
obecneymBaeTr MOOGWMbHBIM  MONb30BATENsAM  yAANEHHbIM  OOCTyn K
LieHTpan1M3oBaHHOW KOpnopaTnBHOW 6a3e AaHHbIX.

MNpocToe ynpaBneHune

®YHKUMM  LIeHTPanM3oBaHHOIO YyAAneHHoro ynpasneHus obecneyvsaioT
aBTOMaTMyeckoe OOHapyXeHWe COBMECTUMbIX 6ecrnpoBOAHBIX TOYeK
poctyna D-Link, ux gobaBneHue B cnvcok ynpaensieMbix To4eK JocTyna u
BbICTPYIO HACTPOWKY C TEMU Xe napaMmeTpaMu, YTO U Y NpeablayLImMX Toyek
poctyna. bnarogapsi BO3MOXHOCTM  0ObeAMHEHWSI  KOHTPOMNepoB B
KnacTtep, agMMHMUCTPaTOpPbl MOTYT BbIMOMHUTL HAcTPOWKy W ynpasBneHue
BCeW rpynmnbl C MOMOLLIO OAHOrO KOHTponsepa. BeaeHne HabniogeHus 3a
TOYKamMy [OCTyna M MOAKIOYEHHBbIMU CTaHUMSAMW B PEXUME pearnbHOro
BpeMeHn obecneumBaeTr 3PPEKTUBHOE  MCMOMb30OBaHWE  CETEBbIX
pecypcoB. [lpegynpexgeHns o6 onacHocTM u  cbop  CTaTUCTUKK
3HAYMTENbHO YMPOLLAT yMpaBrneHne W Mo3BONAT  ONTUMMU3NPOBATb
CeTeBYI0 NPON3BOANTENBHOCTb.

TexHu4yeckne XapaKTePUCTUKN

\ DWC-1000/A1

Mpoueccop

Cavium 5010 (500 MI'u)

\ DWC-1000/C1

Cavium 7020 (800 MI'y, AByXbSAEPHBIN)

OnepaTtvBHas namsTb 256 Mb, DDR |l

1024 MB, DDR I

Flash-namsatb 32 Mb, NOR-Flash

128 MB, NOR-Flash

Paameps! ([ x LU x B) ‘

MuTtanue BHYTpEHHMIN NCTOYHWK NUTaHUs: 12

Toka /2,5 A

WHTepdenc Ethernet: 4 nopta 10/100/1000Base-T

2 nopta 10/100/1000Base-T Option®

2 nopta USB 2.0
KoHconbHbIM nopT RJ-45
WHavkaTopbl Speed (Ha nopt 10/100/1000Base-T)
CrangapTbl |IEEE 802.3
IEEE 802.3u
IEEE 802.3ab

MakcrumanbHoe Konm4ecTBo Tovek Mo ymonyaHuio: 6 Mo ymonuaHuio: 12
[OCTyna Ha yCTPOMCTBO Mocne obHoBnEHUA: 24 Mocne obHoBnEHNA: 66
MakcrmanbHoe KonnmyecTBo ToYek Mo ymonyanuto: 24 Mo ymonyanuto: 66
gocTtyna B knactepe us 4 Mocne obHoBneHus: 96 Mocne obHoBNeHUs: 264
KOHTpOMnnepoB
KonunyecTtBo nonb3oBatenen, 512 1024
OAHOBPEMEHHO NPOXOAALLMNX
ayTeHTMdMKaLmMIo Ha aganTUBHOM
noprane
BbligenexHble TyHHenu VPN IPSec? 70
BobigeneHHble TyHHenu VPN PPTP/ 25
L2TP?
BbigeneHHbie TyHHenm SSL VPN? 20

280 x 180 x 44 mm

B nepemeHHoro BHeLHWI NCTOYHMK NuTaHus: 12 B nepemeHHoro Toka /

25A
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Makc. no1'pe6nﬂemaﬂ MOLLHOCTb

DWC-1000

BecnpoBogHoun KoHTponnep ¢ 6 noptamu 10/100/1000Base-T m

19,3 Bt

2 USB-noptamu

12,6 Bt

Temnepartypa Paboyas: ot 0 o 40 °C
XpaHeHusi: ot -20 go 70 °C

BnaxHocTb Ot 5 go 95% (6e3 koHaeHcaTa)
EMI FCC Class B

VCCI

IC
CE Class B

C-Tick

BesonacHocTb cUL

LVD (EN60950-1)

KomnnekT noctaBku

BecnposoaHon koHTponnep DWC-1000/A1
Kabenb nutaHus
KoHconbHbI kabenb (RJ-45 n DB-9)
Ethernet-kabenb (CAT5 UTP/npsimoit)
CD-guck
2 KpOHLUTENHA A5 MOHTaXa B CTONKY

BecnposoaHon koHTponnep DWC-1000/C1

ApanTtep nutaHus
KoHconbHbI kabenb (RJ-45 n DB-9)
Ethernet-kabenb (CAT5 UTP/npsimoit)

CD-aunck
2 KpOHLUTENHA ANS MOHTaXa B CTONKY

VPN un SSL VPN

LugpposaHue VPN* DES
3DES
AES
Twofish
Blowfish
Cast-128
NULL
LlluppposaHue SSL VPN* DES
3DES
AES
IPSec NAT Traversal + +
IP Encapsulating Security Payload + +
(ESP)
VPN Tunnel Keep Alive + +
Hub and Spoke + +
ObHapyxeHue Hedelicmayuux + +
yarnos
IP Authentication Header (AH) + +
SSL VPN Message Integrity MD5
SHA1
VLAN
pynna VLAN [o 64 3anucen
VLAN Ha ocHose nodcemeti + +
802.1Q VLAN Tagging + +
VLAN Ha ocHoge rnopma + +
YcTtaHoBKa ceTu
Pe3epeHbil mapwipym + +
BbanaHcuposka Haspy3Kku + +
Poymunr
Bbicmpebili poymuHe + +

PoymuHe mexdy KoHmpornnepamu u
moykamu docmyna,
MOOKITIOYEHHBIMU K OOHOMY
KOHmporinepy

BHympu- u mexcemesoli poyMuHa

MexceTeBo# aKpaH
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lMonumuku

DWC-1000
BecnpoBogHoun KoHTponnep ¢ 6 noptamu 10/100/1000Base-T m
2 USB-noptamu

Moppepxka 100 npaBvn AN Kaxgow yHKUMK
[o 600 npaBmn MexceTeBoro akpaHa

Qunbmpauyusi Web-codepxxumozo + +
HuHamuyeckul mapwpym RIPv1/iv2
HuHamuyeckuli DNS + +
NAT, PAT + +
Be3sonacHocTb
be3onacHocmb 6ecripogodHol WEP
cemu Dynamic WEP

WPA Personal/Enterprise

WPA2 Personal/Enterprise

BesonacHocmb LAN

Ynpaenexue goctynom 802.1x Ha ocHose nopToB u Guest VLAN

LLnto3bi Onsi onnamei

Cucmema obHapyeHusi amak 8
becriposodHoti cemu (WIDS)

Paypal
Authorize.net

Knaccudukauma HeaBTOpr30BaHHbIX M AENCTBUTENBHBIX TOYEK JOCTyna
Rogue AP Mitigation

Aymenmucbukayus ApganTuBHbI nopTan
AyTeHTudukaumsa no MAC-agpecam
YnpaBneHue
Web-unmepgpelic HTTP
SNMP v1/iv2civ3 + +
UHmepgbelic komaHOHOU CmMpPoKU + +
YnpaBneHue Toukamu gocTyna
Modenu ynpasnsembix T DWL-8710AP DWL-8710AP
DWL-8610AP DWL-8620AP (ans Bepcuu MO 4.7.x.X 1 BbiLe)
DWL-6700AP DWL-8610AP
DWL-6610AP DWL-7620AP (ans sepcuu N0 4.7.x.X 1 BbILwe)
DWL-2600AP DWL-6700AP
DWL-6620APS (ans sepcun MO 4.7.x.X 1 BblLLE)
DWL-6610AP
DWL-2600AP
DWL-3610AP (ans Bepcun M0 4.6.0.1 1 Bbiwwe)
Ob6HapyxeHue u ynpasneHue T[] Layer 2
Layer 3

Moxumopuxe T4

MOHUmO,DUHZ KnueHma

Ynpasnsemas T[
HeaBTopusoBaHHasa T/
T[, He npoleawasn ayTeHTUudMKaLmo
ABTOHOMHasn T[]

AyTEHTUPULMPOBAHHBIN KITMEHT
HeaBTOpPM30BaHHbGIN KIMEHT
KnueHT, He npolleaLwmn ayTeHTugmkaLuo
Knuent Ad-hoc

lModdepiKa yeHmMpanu3o8aHHO20
ynpaeneHusi nonumukou
6esonacHocmu / RF

Modenb
DWC-1000/C1

OnucaHue

BecnposogHoit koHTpornep ¢ 6 noptamu 10/100/1000Base-T° 1 2 USB-noptamu

DWL-8620AP®

DWL-7620AP®

BecnpoBogHasa aByxananasoHHas yHudmumpoBaHHas Touka goctyna AC2600 Wave 2 ¢ nogaepxkoi MU-MIMO n
PoE

BecnpoBogHas asyxananasoHHas yHuduumpoBaHHas Todka gocTyna AC2200 Wave 2 ¢ Tpemsi pagnomopynsimu,
nopaepxkoi MU-MIMO un PoE

DWL-6620APS®

DWL-8710AP*®

BecnpoBogHasa aByxananasoHHas yHudurumpoBaHHas Touka goctyna AC1300 Wave 2 ¢ nogaepxkoi MU-MIMO n
PoE

BHelwHsis1 yHudmumpoBaHHas aByxauManasoHHas Todka goctyna 802.11a/b/g/n/ac
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DWL-8610AP

DWC-1000
BecnpoBogHoun KoHTponnep ¢ 6 noptamu 10/100/1000Base-T m
2 USB-noptamu

YHuduumpoBaHHas AByxAnana3oHHas Touka goctyna 802.11a/b/g/n/ac

DWL-6700AP®

BHelwHss yHndmUmpoBaHHas AByxavanasoHHas Todka goctyna 802.11a/b/g/n

DWL-6610AP®
DWL-2600AP
DWL-3610AP®

YHucpunumpoaHHas AByxamanasoHHas Todka goctyna 802.11a/b/g/n/ac
YHuduumposaHHas Todka goctyna 802.11b/g/n

BecnpoBogHas aByxananasoHHas yHUmrumpoBaHHas Touka goctyna AC1200 c nogaepxkon PoE

DWC-1000-AP18-LIC

YnpaeneHve 18 4ONONHUTENbHLIMM TOMKaMK AocTyna

DWC-1000-AP6
DWC-1000-VPN
DWC-1000-WCF

YnpasneHue 6 LOMOMHUTENBbHBIMU TOYKaMK JOCTyna
®yHkumm VPN, MapLupyT3aTopa U MeXCeTeBoro akpaHa

dyHKUMA dunbTpauumn BeG-coaepkMMoro no kateropusiM (nognucka Ha 12 mecsues)’

1KonmyecTBo ynpaenseMbix TOYEK 4OCTYNa MOXET BbiTb YBEIMYEHO 3a CYET NPUOBPETEHNS NUUEH3NN A1 OBGHOBIIEHMS.

2DYHKUMM AOCTYMHBI NOCHE NPUOBPETEHNS NMLIEH3UM ONa peanusaumnmn dyHKUuA VPN/MapLupyTisaTtopa/MeXceTeBoro akpaHa.
3MopTbl Option ByAyT BKMOYEHbI NOCE YCTAHOBKM NULIEH3WUM AN peanuaaumn dyHkumin VPN/MapLupyTusaTopa/MexceTeBoro akpaHa.
“B npoLumBkax Ans Poccum JOCTyneH TOMbKO anroputm wudgposaHus DES.

5Bepcums MO ana DWC-1000/C1 He Huxe 4.7.1.1.

5Bepcusa MO gna DWC-1000/A1 He Huke 4.4.1.2.

"Mepep npuobpeteHnem nuueHsumn WCF HeoBXxoaumo akTuemposaTth nuueHsmio VPN,

8Bepcumsa MO ana DWC-1000/C1 He Huxe 4.6.0.1.

r ®
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Xapakmepucmuku mo2ym 6bimb UsMeHeHbI 6e3 y8e0oMIeHUs.

D-Link siensiemcsi 3apeaucmpuposaHHoli mopzoeol mapkoli D-Link Corporation/D-Link System Inc.
Bce dpyeue mopeosbie mapku siensiromcsi cobCme8eHHOCMbIO UX enadernbuyes.




